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With the onset of more modular and cloud-centric architectures, many
organizations with disparate monitoring tools are reassessing their
monitoring landscape. I&O leaders must adopt more holistic IT infrastructure
monitoring tools to gain visibility into their IT landscape.

Key Findings
■ The IT infrastructure monitoring (ITIM) tool market is witnessing new entrants catering to

increasingly hybrid, modular, dynamic and cloud-based environments.

■ While there is a renewed interest in some of the new entrants, some I&O leaders are also
evaluating whether investing in artificial intelligence for IT operations (AIOps) platforms can
enable them to displace their existing ITIM tools.

■ ITIM tools are helping organizations simplify and unify monitoring across domains within a
single tool, eliminating the problems of multitool integration.

■ ITIM tools are allowing infrastructure and operations (I&O) leaders to scale across hybrid
infrastructures and emerging architectures (such as containers and microservices).

■ Metrics and data acquired by ITIM tools are being used to derive context enabling visibility for
non-IT teams (for example, line of business [LOB] and app owners) to help achieve optimization
targets.

Recommendations
I&O leaders tasked with IT operations transformation must:

■ Prepare for the challenges of contextualizing data acquired by ITIM tools from highly modular IT
architectures by utilizing AIOps to deal with the volume, variety and velocity of data.

■ Enable better data exchange by favorably weighing ITIM tools offering higher integration and
interoperability with broader IT operations management (ITOM) tools like IT service
management (ITSM), AIOps and automation.



■ Reduce tool management overhead by shortlisting vendors that have modern user interfaces
and are architected to support emerging technologies, such as containers and the Internet of
Thing (IoT).

■ Enhance the decision-making capability of non-IT teams (e.g., LOBs and developers) by
providing contextualized data across IT and business.

Strategic Planning Assumption
By 2023, advanced analytics will be a key criterion in 60% of ITIM tool procurement decisions, up
from less than 10% today.

Market Definition
ITIM tools capture the availability of the IT infrastructure components that reside in a data center or
are hosted in the cloud as infrastructure as a service (IaaS). These tools monitor and collate the
availability and resource utilization metrics of servers, networks, database instances, hypervisors
and storage. Notably, these tools collect metrics in real time and perform historical data analysis or
trending of the elements they monitor (see Figure 1).
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Figure 1. Aggregating Data From Multiple Sources and Enabling Easy Visualization for Displaying Metrics,
Trends and Analysis

Source: Gartner (July 2018)

Market Description

At a minimum, ITIM tools must indicate up/down status at an infrastructure level and capture
metrics for the attributes in Figure 2.
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Figure 2. Attributes of an ITIM Tool

Source: Gartner (July 2018)

ITIM tools also make data available to other ITOM tools used within event, availability, capacity,
ITSM, automation and performance management processes.

As defined here, an ITIM tool is not required to perform:

■ Desktop and mainframe monitoring (ITIM tools may have desktop and mainframe monitoring,
but it is out of scope for Gartner's definition; see "Employ Multifaceted Monitoring Approaches
for VDI and DaaS").

■ AIOps, which provides more advanced analytics capabilities (see "Market Guide for AIOps
Platforms").

IT Infrastructure Monitoring: Adjacent Disciplines

Tools for domain-specific use cases can be used to supplement infrastructure monitoring. These
include:

■ Application performance monitoring (APM; see "Magic Quadrant for Application Performance
Monitoring Suites")
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■ Network performance monitoring and diagnostics (NPMD; see "Magic Quadrant for Network
Performance Monitoring and Diagnostics")

■ Digital experience monitoring (DEM)

AIOps platforms are increasingly acting as the aggregation points for monitoring data, thus
extending visualization capabilities to multiple sources of data, including ITIM among others (see
"Adopt a Data-Driven Approach to Consolidating Infrastructure Monitoring Tools").

Market Direction
Modern IT presents a challenge for legacy tools that were designed to work on the idea of a largely
static IT infrastructure with minimal changes. Current trends of increasing modularity and dynamism
challenge the paradigm of "infrastructure availability." The ITIM market has evolved with vendors
providing holistic monitoring — a clear shift from domain-specific monitoring (server, database,
network, etc.; see Note 2). I&O leaders are benefiting from a refreshed ability to reduce the number
of tools needed to monitor multiple operation areas. In many cases, I&O leaders are able to improve
collaboration across teams by adopting ITIM tools that work across domains. For example, using
logical grouping and mapping of elements across server, network, storage and database, ITIM tools
can enable teams across domains to see the same view and isolate issues faster in a collaborative
manner.

At present, the trends in Figure 3 are affecting the market's overall direction.
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Figure 3. Trends Affecting the ITIM Market

Source: Gartner (July 2018)

Gartner has observed that a majority of organizations have five or more tools monitoring their IT
infrastructure. There is a growing interest in a single dashboard that unifies data from all monitoring
tools (see "How to Build an Ideal Performance Monitoring Dashboard"). Consolidating ITIM tools
reduces cost (for the tools as well as additional resources and expertise in each tool for
maintenance) and complexity while improving overall management capabilities, and should be
considered a priority for I&O leaders.
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High modularity of IT systems, coupled with the complexity of workflows, requires deeper and wider
visibility across a variety of infrastructure elements. In addition, IT and business leaders are eager
for visibility into the positive or negative impact of IT operations on their business. This is driving
ITIM tools to offer simplified user interfaces to enable designing of dashboards to cater to the non-
IT use case. Vendors are also including analytics through organic development, acquisitions and/or
partnerships to enable contextualization of IT and customer data for a business-centric view.

Vendors are updating tool architectures, for example, by leveraging big data practices to adapt to
the demands of a highly virtualized and dynamic IT architecture. This allows them to enable data
acquisition at higher polling intervals and to cater to the needs of capturing ever increasing data
types (see "Rethink Your IT Infrastructure Monitoring Practices When Deploying Containers").

Analytics is being leveraged to deal with the need for correlation and contextualization across
various data sources. This helps deal with workflow complexity. Coupled with big data practices,
analytics enables ITIM to tackle the data volume and velocity (containers and microservices) as well
as data variety (from the IoT).

Some ITIM vendors are assessing the capability for resource optimization as a feature within the
toolset, with an initial plan to address IT resource consumption, while focusing on cloud
subscription cost savings as a measure of ROI.

DevOps monitoring requires a platform approach, which is quite distinct from the monitoring
practices for a predominantly production environment. Although the demand for preproduction
environment monitoring is quite low, some vendors have differential licensing with a lower-cost
offering for the preproduction environment. Currently, the platform-based monitoring practice is in a
fairly nascent stage.

Functional Overlap and Potential Market Segment Convergence

Vendors in the ITIM tool space are incorporating additional features in their tool offerings. Several
are including log analytics in the monitoring tool and/or including flow-based network monitoring for
basic performance insight. In addition, vendors are increasingly offering topological views and
dependency maps of the IT infrastructure, which helps speed up problem diagnostics and enables
faster troubleshooting of root cause. In the past, these features were offered as features of network
fault management (NFM) tools.

The trend among vendors is toward a lean IT architecture or SaaS model for setting up ITIM
monitoring. A lean monitoring architecture enables reduced capex spend and eases any effort
toward IT transformations. Enterprises adopting a "cloud-first" strategy are often wary of ITIM
vendors that do not have a SaaS roadmap. At the same time, improved ease of deployment and
minimal need for configuration are also seen as necessary features.

The use cases for ITIM continue to grow, as does the evolution of its functionality to address new
requirements, such as those listed in Figure 4.
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Figure 4. ITIM — Evolving Functionality to Address New Requirements

Source: Gartner (July 2018)

Market Analysis
ITIM tools enable the sending of alerts to appropriate roles and provide persona-driven visualization
to support the display and analysis of collected data. Effectively, ITIM tools help I&O leaders
mitigate operational risk and optimize monitoring costs by:

■ Providing a descriptive capability through increased visibility of IT infrastructure

■ Enabling diagnostic capability through improved accuracy of anomaly detection and alerting

■ Improving efficiency through ease of troubleshooting and diagnosis
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■ Enhancing reliability by way of reduced outages, thereby improving infrastructure availability

■ Facilitating data exchange through integration with AIOps tools for centralized visibility and
better analysis (see "Adopt a Data-Driven Approach to Consolidating Infrastructure Monitoring
Tools")

ITIM tools are evaluated by I&O leaders during any major technology refresh or during data center
modernization initiatives. These tools are commonly evaluated when existing monitoring tool
contracts are due for renewal. Increasingly, business is driving the adoption of these tools by asking
for reports and dashboards that go beyond IT-component-level views. I&O leaders seeking to
mature their IT operations also evaluate ITIM tools for driving collaboration across teams, as well as
for a unified dashboard across various domains.

ITIM Vendor Landscape Dynamics

The ITIM market is seeing a number of new vendors enter, primarily with offerings based on open-
source technologies. While a majority are focused on small and midsize businesses (SMBs), some
of these vendors also cater to enterprise customers. In some cases, vendors have revamped their
existing offerings to target new segments and personas. The product offerings of some of the newer
vendors compete well with established vendors not just on cost, but also in terms of capabilities.

The ITIM market is seeing some interesting dynamics across other monitoring markets.

Cross-Domain Capabilities

■ NPMD vendors providing ITIM capabilities (for example, SevOne and Paessler).

■ Traditional APM vendors are also offering ITIM capabilities (for example, New Relic and
Dynatrace).

ITIM vendors are meeting the challenge posed by NPMD and APM vendors by:

■ Enabling APM and log management (vendors that offer this include, Datadog, ManageEngine
and SolarWinds).

■ Providing flow-based capabilities as an overlap with the NPMD market (for example, ITIM
vendors like LogicMonitor and Zenoss).

AIOps Vendors Competing With ITIM

■ Some AIOps vendors pitch their products as the centralized IT monitoring console for
enterprises (for example, Splunk and Sumo Logic).

To meet this challenge from AIOps vendors, ITIM vendors are also focusing on advanced analytics
or an overlap of some AIOps features through:

■ A separate software or service (example vendors include BMC and Microsoft).
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■ Inclusion of analytics as a core capability (example vendors include Virtual Instruments and
SignalFX).

■ Through partnerships with existing analytics or AI vendors (for example, leveraging IBM or
Microsoft).

Cloud Providers Offering ITIM Monitoring

■ Currently, monitoring tools have limited visibility, in some cases restricted to the cloud
provider's own environment (example vendors include Amazon Web Services [AWS]
CloudWatch, Microsoft Operations Management Suite [OMS] and Google Stackdriver).

ITIM vendors are providing visibility across multiple cloud providers through a combination of the
following methods:

■ Partnerships with multiple cloud providers to extend visibility across on-premises and cloud
architectures or by leveraging APIs (example vendors include ScienceLogic and Zenoss).

■ Through agents deployed on public cloud instances (example vendors include ManageEngine
[Site24x7] and OpsRamp).

Demand for ITIM

The following are key new demand drivers for ITIM:

■ Digital business, with its need for better insights into transactions and anomalies that degrade
the experience for the end user, drives the need for modernizing IT operations management,
including monitoring and leveraging analytics for insights.

■ The IoT generates huge volumes of data that is of interest to many enterprises. Data from these
systems is needed at two levels: (1) to monitor the health of the devices themselves, and (2) to
capture interesting data from the environment where the devices are deployed.

■ Hybrid IT (especially with IaaS subscription) enterprises want a single platform for visibility to
their IT environment. With cloud, the goal of availability monitoring becomes secondary and
performance monitoring has now become the primary goal of monitoring.

■ AIOps platforms have a major intersection with ITIM at the data collection and storage layer
(see "Market Guide for AIOps Platforms"). End users typically evaluate ITIM for its crucial data
acquisition function across diverse IT architectures to feed AIOps platforms. However, some
vendors are positioning AIOps over ITIM as a centralized monitoring platform,

Deployment and Licensing Options

ITIM tools are available as open-source, commercial open-source, proprietary software and SaaS.
Licensing options vary vastly, from per-device or node-based licensing or network-port-based
licensing to number of metrics monitored and, in some cases, number of reports generated. In
some cases, tools are offered as a hardware appliance with a configuration that limits the number of
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devices that can be monitored. This physical-appliance-based licensing is rare and very few
vendors offer it.

Deployment types vary, with some vendors providing their own hardware. Some provide a software-
only option that needs to be downloaded and installed, while others offer a virtual machine
prepackaged with their tool. The deployment architecture may also vary depending on number of
devices, monitoring granularity and other factors.

Representative Vendors
The vendors listed in this Market Guide do not imply an exhaustive list. This section is intended to
provide more understanding of the market and its offerings.

Market Introduction

ITIM vendors cater to a broad spectrum of requirements, cutting across small and midsize to large
enterprises, and range from less than 10 entities to over 100,000 entities being monitored. There are
a number of viable approaches to infrastructure monitoring, including: free or commercial open-
source offerings, modular solutions, offerings with bare-bones capabilities, offerings for agile
architectures and those specifically designed for smaller-scale environments.

In Table 1, we have provided a representative list of ITIM vendors.
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Table 1. Representative IT Infrastructure Monitoring Tool Vendors

ITIM Vendors/Open-Source
Projects

Year Founded Headquarters Product Names

Artica Soluciones Tecnológicas 2005 Spain Pandora FMS

BMC 1980 U.S. TrueSight Operations Management

CA Technologies 1974 U.S. CA Unified Infrastructure Management (CA
UIM)

Centerity 2006 U.S. Centerity Monitor

Centreon 2003 France Centreon

Datadog 2010 U.S. Datadog

eG Innovations 2003 United States eG Enterprise

Fata Informatica 1994 Italy SentiNet3

Galileo Performance Explorer 2001 U.S. Galileo Performance Explorer

IBM 1910 U.S. Tivoli Netcool/OMNIbus

Icinga 2009 Germany Icinga 2

Infosim 1996 Germany StableNet Enterprise

Ipswitch 1991 U.S. WhatsUp Gold

Kaseya 2000 U.S. Traverse

LogicMonitor 2007 United States LogicMonitor

ManageEngine 2010 India OpManager, Applications Manager,
Site24x7

Micro Focus 1976 U.K. Operations Bridge

Microsoft 1975 U.S. System Center Operations Manager (SCOM),
Operations Management Suite (OMS)

Nagios Enterprises 1999 U.S. Nagios Core

OP5 2004 Sweden OP5 Monitor

Opmantek 2010 Australia Network Management Information System
(NMIS)

Opsview 2005 U.K. Opsview Monitor
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ITIM Vendors/Open-Source
Projects

Year Founded Headquarters Product Names

Oracle 1977 U.S. Oracle Enterprise Manager

NetApp 1992 U.S. OnCommand Insight (OCI)

New Relic 2008 U.S. New Relic Infrastructure

OpsRamp 2012 U.S. OpsRamp

Paessler 1997 Germany PRTG Network Monitor

ScienceLogic 2003 U.S. ScienceLogic platform

Server Density 2009 England Server Density

SevOne 2003 U.S. SevOne Data Platform

SignalFx 2013 U.S. SignalFx

SolarWinds 1999 U.S. Server & Application Monitor
Network Performance Monitor

Teknodreams Software
Consulting (SapphireIMS)

2007 India SapphireIMS Business Service Monitoring
(BSM)

Virtual Instruments 2008 U.S. VirtualWisdom

VMware 1998 U.S. vRealize Operations

Zabbix 2005 U.S. Zabbix

Zenoss 2005 U.S. Zenoss Service Dynamics (ZSD)

Source: Gartner (July 2018)

Market Recommendations
Before embarking on an ITIM tool selection process, I&O leaders must first document existing tools
and overlapping features to help with the rationalization of those tools and the elimination of
redundancy (see "Toolkit: IT Operations Monitoring Assessment and Rationalization"). This will also
help to capture existing functionality gaps such as unavailability of centralized dashboards, event
overload or inability to conduct root cause analysis (RCA). Any new tool procured must address
these existing gaps (see "Toolkit: RFP for IT Infrastructure Monitoring Tools").

I&O leaders must make an assessment of the outcomes, vendor and deployment approach (see
Figure 5).
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Figure 5. ITIM Tool Selection

Source: Gartner (July 2018)

If the focus is visibility into digital initiatives, customer centricity would be a likely primary goal,
followed by identification of opportunities for improvement. In this case, an appropriate solution is
to start with DEM capabilities (i.e., customer centricity), followed by ITIM (i.e., identification of
opportunities for enhancement).

If the focus is to enable a deep diagnostic capability toward enhanced visibility and control of IT
architectures, then it is best to begin monitoring initiatives with ITIM implementations.
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ITIM Tool Evaluation Recommendations

When choosing an ITIM tool, it is critical to select an offering that closely matches organizational
requirements and capabilities. The following are key differentiating factors during the evaluation
process:

■ Business stakeholders — Engage business leaders throughout the tool selection process to
ensure alignment with the organization's overall strategy. For example, if business leaders are
proponents of cloud solutions, vendors that have partnerships with your preferred cloud
providers must be given priority. Similarly, if IoT is on the business radar, then shortlist tools that
make extensive use of big data technologies for data ingestion and provide more than basic
analytics capability or integrate well with analytics tools.

■ Focus on "must have" features — Scrutinize requirements to clearly identify must-have versus
nice-to-have functionality to avoid overbuying. First, identify a lean tool with the minimal
features that meet all your requirements; there is no value in implementing features your
organization will never utilize.

■ Skills levels of existing team — ITIM tools should tie in to the existing skill levels of the IT
operations team. Consider the learning curve required to use, administer and manage the tool.

■ Integration — Ensure that ITIM tools integrate with the existing ITOM tools, as ITIM tools will
never be used in isolation. In case ITOM tools are planned for future deployment, assess ITIM
tools that have such integrations on their roadmap (see "Avoid Pitfalls With IT Infrastructure
Monitoring Integration and Interoperability").

■ Rightsized solutions — Given feature parity, select tools that are both easy to deploy and
provide the most extensive infrastructure monitoring possible. The more complex a tool, the
more effort needed toward deployment and configuration. Verify whether professional services
are needed for tool deployment, and whether training by the vendor for managing and
configuring the tool is available.

■ Features for easing event overload and RCA — At least basic analytics must be built in and
the tool should be able to ingest data from other monitoring tools for correlation to begin with.
The tool must generate real-time topological views and dependency maps so causal factors can
be determined.

■ IT process automation (ITPA) — ITIM tools provide basic capabilities; therefore, select tools
that easily implement ITPA. For example, choose tools that provide an intuitive interface to build
ITPA over those that do not go beyond just providing a placeholder for scripts.

■ Dynamic thresholds — Some tools use basic pattern recognition to automate the setting of
thresholds. This feature will ease the efforts needed from the operations team toward manually
setting thresholds for identifying actionable events that have the correct priorities.

■ SaaS and on-premises offerings — Understand the differences between on-premises and
cloud-only functionality and do not assume that features in one will be available in the other,
even if it comes from the same vendor.
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ITIM Tool Usage Recommendations

When using ITIM tools, I&O leaders must exploit their capabilities to fully optimize their effectiveness
(see "Toolkit: RFP for IT Infrastructure Monitoring Tools"). Key features and considerations for
achieving maximum value from ITIM tools include that they:

■ Provide contextualized data — Help the operations team with cause-and-effect correlation for
events under investigation (for example, by using basic log analytics to provide logs relevant to
metrics or events under investigation).

■ Use dashboards tailored for the audience — Use the flexibility and the dynamic dashboard
capability to provide a business-centric view for the business user, a service-level view for the IT
operations head or CIO, and a granular view for the IT operations teams. (See "How to Build an
Ideal Performance Monitoring Dashboard.")

■ Plan for analytics — Leverage event correlation capabilities and plan ahead to replace these
with AIOps capabilities, as benefits from event correlation alone are limited.

■ Leverage existing ITOM tools — Improve event and incident management, as well as other IT
operations processes like capacity management by integration and data interchange, making
more extensive use of ITIM tools.

■ Use minimal and relevant metrics — Do not get carried away capturing all the data that the
tool can monitor. The usefulness will be limited by the volume of data the operations team has
to traverse. Pare down the metrics collected so that minimal and relevant metrics are captured
(see "The Monitoring Metrics IT Operations Should Report On").

■ Employ flexible configurations — Ensure that the tools provide flexibility to allow for granular
monitoring and ease of configuration as needed (for example, to troubleshoot a recurring
problem or performance issue).

■ Include data and analytics platform monitoring — Invest in tools that have the ability to
monitor and report on data and analytics platforms deployed in enterprises. Increasing
dependence of the business on forecasts and predictions from analytics platforms means these
technologies are now occupying center stage in terms of importance, and need a different
monitoring approach (see "Monitor Data and Analytics Platforms to Drive Digital Business").

Some enterprises have IT infrastructure spread across on-premises and cloud environments and will
benefit from tools that provide visibility to a distributed IT infrastructure through a single dashboard.

Be wary of ITIM tools claiming to monitor applications. Although these tools may provide availability
metrics for applications, they lack the end-to-end, transactional visibility of APM tools.
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Acronym Key and Glossary Terms

AIOps Artificial intelligence for IT operations

ITOM IT operations management

IoT Internet of Things

ITIM IT infrastructure monitoring

ITSM IT service management

I&O Infrastructure and operations

LOB Line of business

Gartner Recommended Reading
Some documents may not be available as part of your current Gartner subscription.

"Modernize ECA With IT Infrastructure Monitoring Tools"

"IT Infrastructure Monitoring Tools: Select a Suite Over Best of Breed"

"Employ Multifaceted Monitoring Approaches for VDI and DaaS"

"Adopt a Data-Driven Approach to Consolidating Infrastructure Monitoring Tools"

"Avoid Pitfalls With IT Infrastructure Monitoring Integration and Interoperability"

"The Monitoring Metrics IT Operations Should Report On"

"Market Guide for AIOps Platforms"

Evidence

Observations based on more than 300 end-user interactions in the past 12 months related to IT
infrastructure monitoring. In more than 50% of these interactions, IT leaders have reported:

■ Existing point solutions being used for IT monitoring and the resulting gaps in performance
analysis due to lack of proper tools

■ Investment challenges in new tools due to the objective of meeting present and future
enterprise goals

■ Increasing interest of business owners in IT infrastructure performance analysis and its impact
on business
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■ The need for consolidation across existing monitoring solutions

■ The need for trimming down the number of monitoring tools, which in the case of larger
enterprises is more than 30 in number, while some of the smaller organizations have monitoring
tools ranging in number from three to 10.

Note 1 Representative Vendor Selection

The vendors listed in this research are picked as a sample based on one or two of the following
criterion: Different offerings that include proprietary, open source, free, commercialized versions
including deployment that cuts across physical and virtualized appliances, hosted and SaaS-based
options. The other criterion was to provide coverage from a geographic and vendor size
perspective.

Note 2 Point Solutions and the Problem of Tool Sprawl

For many organizations, gaps exist in monitoring capabilities that prevent operations teams from
gaining real-time insights across the IT infrastructure. These gaps can be in the form of multiple
tools spread across various operations teams that work in silos, resulting in an inability to exploit
tool capabilities (see "Adopt a Data-Driven Approach to Consolidating Infrastructure Monitoring
Tools"). In some cases, IT operations teams still rely on end users to initially identify issues, which is
a clear indicator of ineffective or nonfunctioning IT infrastructure monitoring.

In many cases, legacy tools that are improperly configured and used as point solutions hinder an
all-encompassing IT infrastructure monitoring strategy. For I&O leaders who have purchased
monitoring tools in the past, where the vendor has added a new ITIM offering, engage with the
vendor to determine if the new tool will meet ITIM needs. Verify the full ITIM roadmap and find out
whether the vendor will help in the reconfiguration process. I&O leaders may also conclude that they
need a new tool from a different provider.
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